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ABSTRACT KEYWORDS
Most digital service providers offer free accounts to users and then generate revenue Security; privacy; decision-
by monetizing the data provided by them. However, the way users derive value from making; auctions
their accounts and what factors affect their valuation needs further scrutiny. In this

study, we used a novel auction-based methodology to understand users’ valuation of

their digital accounts and how this relates to their security decision-making. We con-

ducted a behavioral economics study with n=66 participants at two university cam-

puses to assess their reasons for being willing to provide researchers with their digital

accounts’ credentials in exchange for money — hence, compromising security and priv-

acy protection - and what contextual factors governed their decision-making. We

found that the main factors influencing participants’ valuation of their accounts were

their beliefs about data and privacy, envisioned threats, and the account properties

and utility. Finally, we discuss the context-dependent nature of these factors and their

implication on future research.

1. Introduction

As more aspects of our lives now take place in an increasingly digital environment, we use many digital
services for everyday tasks, such as communication, food delivery, and transportation. While such serv-
ices ease up our lives in one way, the increasing use of digital services also means more personal data
are stored and processed digitally, and need to be protected from known and mainly unknown entities.
Security researchers have devised many tools and mechanisms to help users prevent their accounts
from being compromised, such as 2-factor authentication and password managers. However, efforts to
persuade users to utilize these tools or follow security best practices have had limited impact. Although
some of the tools (e.g., password managers) are adopted now by more users than before (McClain
et al., 2023), other practices that are considered insecure, like password reuse, still remain commonly
used (Google, 2023).

Prior work has explored influences on users’ security behavior, identifying various factors. Often,
security is not users’ main concern and imposes costs users are not always willing to bear (Acquisti
et al., 2018; Duggan et al., 2012). While costs like choosing strong passwords are concrete, the benefits
of secure behavior are less clear. Awareness of security risks also shapes behavior; for instance, examin-
ing users’ security behavior in the context of COVID — 19 scams, it was found that general security
awareness was one of the strongest determinants of protective security behavior (Al-Balushi et al.,
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2024). Other factors include the usability of security mechanisms (Ibrahim et al., 2010) and the context,
such as using public devices (Munyendo et al., 2023).

One motivation for understanding users’ security perceptions and behavior is to discover a way to
encourage them to adopt security mechanisms. However, security researchers face challenges measuring
security decisions in ecologically valid conditions. Similar challenges have been noted in other complex
socio-technical systems, where relying on formal models alone falls short without empirical insight into
how users perceive risk and make decisions in close-to-realistic contexts (Cheng et al., 2025). For
example, in a security context, a self-reported approach, in which users report their security concerns,
may be subject to a phenomenon similar to the “privacy paradox,” in which people report strong privacy
concerns, but in practice behave in a privacy risky way (Barnes, 2006; Norberg et al., 2007). In previous
studies, other layers were added, to enrich the self-reported data, and their authors designed experiments
to elicit users’ security and privacy (S & P) decision-making. For example, researchers designed experi-
ments using conjoint analysis methodology (Frimpong and Helleringer, 2021; Ayalon et al., 2023), and, in
a stream of studies, used a behavioral economics framework (Tsai et al, 2011; Redmiles et al., 2018;
Acquisti et al.,, 2013), with some specifically using auctions (Danezis et al., 2005; Li et al.,, 2021).

In this study, we also used a methodology that is based on behavioral economics principles to under-
stand users’ security decision-making. We expand prior security knowledge by exploring it in a digital
account valuation context, linking security choices with valuation considerations. As previously suggested
(Herley, 2009) and empirically explored (Redmiles et al., 2018), users have cost-benefit considerations
when making security decisions. Here, we utilize users’ valuations of their digital accounts to gain insight
into security-related decisions. That is, what aspects of their accounts are considered when deciding
whether to behave more or less securely? Prior S & P work explored the value of specific information
types, such as location (Danezis et al., 2005), or within a given account (Bauer et al., 2012).

We follow prior work, where researchers aimed to understand users’ valuations of their digital
accounts by using a scenario in which users were prevented from accessing their accounts (Corrigan
et al., 2018; Mosquera et al., 2020). We took a security perspective and investigated users’ reaction to
the possibility that their accounts would be compromised. Thus, we learned about their security consid-
erations regarding the protection of an account as a whole and the way in which their threat models
are related to their account valuation and willingness to allow an account to be compromised.

In a different study, the authors assumed that users would assign different values to different types
of accounts, and that their security behavior, specifically password creation, would differ accordingly
(Ur et al, 2015). Here, we go beyond this assumption and design a study that allows us to witness
users’ valuations of different types of accounts in practice and how these valuations relate to their
security decision-making. Such a methodological approach enabled us to understand various aspects
naturally considered by users (i.e., without being asked about specific security mechanisms, for
example), including the type of information and how the account is used or connected to other
accounts. To that end, our paper answers the following research question: What factors drive people’s
decisions to explicitly give away access to their accounts and data?

To answer this question, we used second-price auction experiments with 66 participants at two uni-
versity campuses, where participants competed to perform a risky behavior task: In exchange for
money, they would give us their account credentials, which would then be published on the darknet.
Following experimental (Redmiles et al., 2018) and theoretical (Solove, 2021; Nissenbaum, 2004) secur-
ity and privacy studies, the authors of which posit that security decision making is context-dependent,
we explored four types of accounts: email, social media, online-offline (e.g., Uber), and news. We took
a qualitative approach to examine participants’ security decision-making in our account valuation set-
tings. Following the experiments, we interviewed the participants who won the auctions (n=21) and
conducted focus-group discussions with those who chose to participate in the auctions (i.e., decided to
bid), but did not win (n=27).

Following prior auction-based valuation work, we use the bidding mechanism as a way to elicit how
participants reason about their accounts when incentivized to engage in an insecure action (Huberman
et al., 2005). By attaching monetary incentives to a security-compromising decision, the auction serves
as a proxy for real-world pressures, such as convenience, time constraints, or desire to continue using a
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service, that might shape security behavior in practice (Petrykina et al., 2021). Our analysis focuses on
the relative differences in bidding behavior, and the qualitative rationales participants provide, using
bids as a lens to surface salient considerations (e.g., data sensitivity, account utility, and perceived
threats), rather than as estimates of stable account value.

Our findings show that most participants (73%) were willing to bid on at least one of their accounts
and provide us with their credentials. Furthermore, a significant minority (29%) was willing to do so on
what we considered a sensitive account type—their email account. However, while this might initially
be regarded as highly insecure behavior, our post-experiment discussions revealed complex security
decision-making on the part of many of the participants. For example, participants considered account
characteristics, such as whether it was their primary or secondary account when they had multiple
accounts with the same service provider.

In this study, we focus on understanding the considerations that shape users’ security-related deci-
sions. In addition, our work has secondary economic relevance. Specifically, we report the monetary
amounts participants were willing to accept in this experimental setting as a means of contextualizing
relative differences across account types and decision rationales, rather than as estimates of underlying
or stable account value. As suggested by prior work (Frik and Gaudeul, 2020), such relative measures
may still be informative for policy discussions. We do however caution against interpreting bids as dir-
ect proxies for how users value their accounts outside the experimental context, particularly given stra-
tegic bidding behavior and varying levels of engagement with the compromise scenario.

Beyond security-related findings discussions, we also discuss the study methodological aspects,
including strengths and limitations. Our study design helps bridge the gap between what is understood
about the factors affecting account valuation and the role of context for critical security decision-
making. Although we aimed our methodology to be ecologically valid by creating a realistic scenario,
achieving full ecological realism in security studies is inherently challenging. For example, Fahl et al.
(2013) found that approximately 30% of participants showed no resemblance between study passwords
and their real-world passwords, based on a categorization of password similarity. More broadly, this
tension between ecological realism and experimental control is well documented in auction-based valu-
ation research on digital services and personal data. Such studies commonly rely on academic settings
and incentive-compatible designs to elicit willingness-to-accept under perceived costs, rather than to
reproduce literal real-world behavior (e.g., Danezis et al., 2005; Corrigan et al., 2018).

Some of the challenges we encountered that threatened ecological validity included participant
recruitment, the academic nature of the study, and ethical considerations. We elaborate on these in
§5.4 and §5.5. Despite these limitations, the self-reported findings from our participants are relevant for
uncovering key important factors and their complex and contextual interaction that govern the account
valuation, as similarly demonstrated in prior auction-based valuation studies conducted under compar-
able constraints (Danezis et al., 2005; Corrigan et al., 2018).

Ultimately, we discuss our findings in light of S & P theoretical background, particularly the con-
text-dependent nature of decision-making (Nissenbaum, 2004). We suggest strategies to encourage
security-preserving behavior while accounting for users’ tendency to make decisions based on context,
and explore ways to highlight the perceived value of their digital accounts. Broadly, our contributions
are as follows: (a) We conducted the first in-laboratory auction study for account types other than social
media and the first study on account compromise versus loss of access. (b) Our experiment proxied inse-
cure decision-making to offer an in situ perspective on people’s justifications for insecure behavior.

2. Related work

Our work contributes to the literature on security and privacy (S & P) decision making and valuation.
In the following, we review behavioral economics studies on assessing users’ digital accounts and per-
sonal information valuation and prior work on S & P decision making.
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2.1. Measuring the value of free-access goods

Economists in general estimate consumer surplus to measure the value of free or low-cost goods and
services (Brynjolfsson et al., 2003; Ghose et al., 2006; Bapna et al., 2008; Greenstein and McDevitt,
2011). Consumer surplus is the difference between the highest price people are willing to pay for the
goods and the actual price they pay. Instead of assessing people’s willingness to pay for goods and serv-
ices to which access is free, economists elicit the value people are willing to accept to forgo these goods.
In these willingness-to-accept studies, researchers examined the monetary valuation of Facebook, in
particular (Corrigan et al., 2018; Mosquera et al., 2020; Allcott et al., 2020), and to a lesser extent other
online platforms such as Google (Herzog, 2018), and considered the way the valuations are related to
individuals’ well-being (Brynjolfsson et al., 2019), consumer welfare (Corrigan et al., 2018; Allcott et al.,
2020), users’ ability to detect biased news headlines (Mosquera et al., 2020), and other intangibles, such
as political polarization (Allcott et al., 2020). However, allowing access to an account is only one aspect
of account valuation. We leveraged the same methods to explore our participants’ reasoning about
account valuation in the context of security by measuring the amount of money they would accept in
exchange for allowing another party to access their accounts.

2.2. Monetary value of personal information

Over the years, researchers have studied in diverse contexts the value people place on various types of
personal data, such as location (Danezis et al., 2005; Cvrcek et al., 2006), finances (Hann et al., 2007;
Carrascal et al., 2013), personally identifiable information (Acquisti et al., 2013; Hirschprung et al.,
2016), and information associated with digital accounts (Bauer et al, 2012; Ur et al, 2015;
Spiekermann and Korunovska, 2017). Our study operationalized their valuation of personal information
by asking people to place bids on accounts that are used to create, store, and share different types of
personal information. In prior studies, auction-based methods were used to elicit users’ monetary valu-
ations of personal information and digital services, including non-hypothetical settings with binding
consequences at the time of the study (Corrigan et al., 2018; Huberman et al.,, 2005). These studies,
along with those conducted using discrete-choice experiments (Brynjolfsson et al., 2019; Prince and
Wallsten, 2022), showed that the users’ actual value of personal data varies by data type, and that deter-
mining an absolute value to summarize users’ valuations could lead to inconclusive results. Our study
was thus focused on understanding the factors that affect people’s valuation of digital accounts, both
individually and together, and unraveled the different perspectives of people on the same type of infor-
mation. Unlike most previous studies that asked participants how much they valued limiting their own
account use (Corrigan et al,, 2018; Mosquera et al., 2020; Brynjolfsson et al., 2019), our study asked
them to allow access to their accounts—which they might not be able to take back—making our find-
ings more consequential.

2.3. Security and privacy decision making

The results of prior studies suggest that S & P decision making is highly contextual (Nissenbaum, 2004;
Acquisti et al., 2015). Researchers explored specific populations, such as refugees in the US (Simko
et al,, 2018) and people from Kenya (Munyendo et al., 2023), revealing the manner in which the envi-
ronment influences peoples” security behavior. In both these studies, users heavily relied on managers
(managers of cybercafes in Kenya and case managers in the US) to conduct computer-mediated tasks,
even to the extent of allowing them to select and manage their passwords (Munyendo et al., 2023).
Recent work has also found that the adoption of security behaviors is costly in terms of time and con-
venience, that people have a limited “compliance budget” (Beautement et al., 2008) to spend on such
costs, and that these costs may deter people from adopting security behaviors (Redmiles et al., 2018;
Morrison et al., 2021; Murray and Malone, 2023; Kautondokwa et al., 2021).

In our opinion, this study provides a bridge covering the gap between what factors people consider
in their account valuation and what they prioritize when making S & P decisions. It is difficult to pro-
tect all the accounts and data an individual might own. Nevertheless, security researchers can review
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our work to understand what is most important to people and thus can design improved measures to
protect them.

3. Methods

We conducted a laboratory experiment to determine which factors render people’s digital accounts
valuable to them. To ensure the accuracy of our findings, it was necessary that our participants believed
they would be giving away their account credentials. Thus, we used Vickrey auctions with reserve prices
as our primary method to elicit participants’ valuation of their accounts, followed by an online survey
to gather more knowledge. The participants who bid and won the auctions then participated in further
discussions in focus groups or individual interviews with the researchers. These participants are the pri-
mary focus of this paper. Our institution’s ethical review board (No. 22-06-3) authorized the study and
it was conducted between July and November 2022.

3.1. Eliciting security and privacy decision-making

There are multiple established approaches for eliciting S & P decision-making. Prior work has used
stated-preference methods such as conjoint analysis (Frimpong and Helleringer, 2021; Ayalon et al,
2023) and discrete choice experiments (Molin et al., 2018) to study tradeoffs among predefined attrib-
utes (e.g., privacy properties, incentives, or system features), as well as behavioral economics approaches
that elicit decisions under incentives or perceived risk (Tsai et al., 2011; Redmiles et al., 2018; Acquisti
et al, 2013), including auction-based mechanisms (Danezis et al., 2005; Li et al, 2021). These
approaches differ in the extent to which the decision space is specified by the researcher versus shaped
by participants’ own reasoning. Conjoint analysis and discrete choice experiments are well suited for
estimating the effects of researcher-defined attributes in structured choice settings (Hainmueller et al.,
2014). However, this reliance on ex ante specification makes such methods less suitable for exploratory
settings aimed at eliciting which considerations users themselves find salient.

In contrast, our study seeks to elicit how participants reason about the value and protection of their
digital accounts in a holistic and context-dependent manner, without constraining them to a predefined
set of security or privacy factors. To support the spontaneous emergence of participants’ own consider-
ations, we adopt an incentive-compatible behavioral economics approach based on auctions, which ties
decisions to perceived consequences rather than to predefined attributes. Here, we used Vickrey auc-
tions, which are sealed-bid, second-price auctions (Vickrey, 1961), in which participants place bids to
purchase goods (or a service). The participant with the highest bid wins the auction and pays for the
goods at a price equal to the second-highest bid. The mechanism is designed to be incentive-compatible,
as it is in all participants’ best interest to bid their true value of the payment to maximize their utility
rather than under- or over-bidding (Vickrey, 1961; Hurwicz, 1972; Lucking-Reiley, 2000). As in prior
work where the Vickrey auction was used to measure people’s value of digital services (Danezis et al.,
2005; Corrigan et al., 2018), in our experiment, winners bid the lowest compensation and received the
second-lowest requested amount in the auction. Furthermore, our auction included a reserve price
(Ausubel and Cramton, 1999), which allowed us to set an upper limit on the price the winners would
receive. The reserve price was unknown to the bidders, but they were informed of its existence.

3.2. Participant recruitment

We recruited the participants between July and November 2022 through advertisements sent to email
lists and printed flyers. The study was conducted at universities in two cities in Germany, and the
recruitment differed according to the location. To recruit participants in Kaiserslautern, we used the
university’s newsletter. To recruit participants in Saarbriicken, we used (i) department and social email-
ing lists and (i) physical flyers and digital advertisements posted on notice boards and handed out to
people at cafeterias. More effort, and therefore the use of more recruitment channels, was needed to
recruit participants in Saarbriicken, since recruitment took place also during the summer vacation and
thus students were less available. Ultimately, we recruited 34 participants in Kaiserslautern and 32 in
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Saarbriicken. Since the study was conducted at university locations, most participants were students,
and some had a background in computer science (n=7).

Participants first completed an online screening survey, using Qualtrics (Qualtrics, 2020) (see SA for
the survey). The purpose of the screening was to identify participants who owned at least one digital
account that was at least one month old in each of these categories: Email, Social Media, and Online-
Offline (such as a food-delivery application, in which the order is performed online and the user
receives the food offline). The requirement that the participants had owned their account for at least
one month was intended to increase the probability that they would consider their account to be valu-
able, at least to some extent, as compared to an account they had recently created, following the meth-
odology of prior economics studies (Brynjolfsson et al., 2023) with the same methodology. In addition,
the survey also examined whether the participants had an optional account in the News category,
although this did not affect their eligibility. Our initial motivation for including news accounts was to
serve as a low-stakes comparison point: we hypothesized that users would generally perceive news
accounts as less sensitive and therefore be more willing to bid on them. However, as we observed that
ownership of such accounts was relatively uncommon, and given the already limited recruitment pool,
we chose to treat news accounts as optional rather than as a requirement for participation.

For each account category, the survey presented to the participants a list of online services and asked
them to select accounts at least one month old. The order of the presented lists and the items within
the lists were randomized. The lists were drawn from the Alexa top 100 and further filtered based on
the popularity and availability of the services in the country where the experiment was conducted; the
lists were validated and revised using a pilot survey.

Across both locations, 298 people filled our screening survey. Of these, 205 were eligible, i.e., had
owned at least one account for at least a month in each of the three mandatory account categories
mentioned above. We asked these eligible participants to provide their email addresses for follow-up
communication and redirected them to Setmore, a scheduling service, to state their availability for the
study. As expected, some of those who registered did not come to the experiment. In B, 32 individuals
out of 79 who registered participated (41%), and in A, 34 individuals out of 55 participated (62%). One
explanation for the higher attendance rate in A might be the recruitment timing, as mentioned earlier.

3.3. Experiment design

We designed and deployed a within-subject user study to understand the way users determine the valu-
ation of their digital accounts. To design the study, we closely followed Corrigan et al.’s (2018) method-
ology, including using their training materials that they shared with us. Our user study consisted of
four parts (see Figure 1). (i) Training: We explained to the participants the operation of the Vickrey
auctions with reserve price and gave them multiple examples, together with a hypothetical auction.
Then, (ii), they participated in the real Account Auctions. In this part, participants were told the auc-
tion was “real,” and that if their bids won, they would receive the winning amount in exchange for
their account credentials. Next, (iii), they completed a Demographic Survey that collected their demo-
graphics and other auction-related details while the researchers ran the auctions. Finally, (iv), we
revealed to the participants the Auction Results and the next stages based on the results: (a) comple-
tion of an online survey, if they chose not to bid in (ii); (b) participation in a focus group, if they chose

Find Auction Winners Auction Results

Training Account Auctions EQ% (o]
o) D
el 2R @ Ve O
o o Demographic Survey =k
alale) = Z A 55Y
( Z) (“) gg}, Post-Auction Survey Focus Group al:éelrgvein;w:;ef

) ()

Figure 1. Experiment design and all the four stages, as described in §3.3.
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to bid but did not win; or (c) an interview with the researcher if they won the auction and thus were
willing to give their account credentials. We describe each of these parts of the experiment below.

ii.

Training. When participants arrived for the laboratory study, we (the researchers) registered
them. After all the participants for the session had arrived, we handed them a printed survey that
included a consent form and the first two parts of the experiment: Vickery auctions explanation
and training, as well as the actual account auctions. Throughout the experiment, the participants
had the printed survey in front of them, while we used a presentation to help participants follow
the explanations easily.

Participants were explained about the three possible compensation levels, based on the stage the
participant would reach. Stage (a) : Completion of an online survey, €15; Stage (b) : Participation
in a focus group, €12.5 per hour; and Stage (c) : Participation in an interview. For Stage (c), we
explained that they would be paid €12.5 per hour and any additional payment based on their
bids. During the Training, we told the participants they would be bidding to perform a task. We
explained the exact task details in the second part, Account Auctions.

We then used the printed survey and the presentation to walk the participants through the details
of the auction process with the help of examples. The primary purpose of these examples was to
ensure the participants understood the process of the second-price Vickrey auctions (Vickrey,
1961) with reserve price and test their understanding. Since our auctions considered willingness-
to-accept, we illustrated the bidding process using a hypothetical example in the survey, using the
same scenario and explanations as used by Corrigan et al. (2018). We asked the participants the
minimum amount they would bid to sell us their shoes. To test the participants’ understanding,
the survey asked them four questions. Three questions included an example of auctions with illus-
trative players bidding different amounts, borrowed from Corrigan et al. (2018). The survey asked
participants to indicate which illustrative player they thought would win and the amount of
money they thought the winning player would be paid. The fourth question was the same as the
previous three, but introduced the participants to the existence of a reserve price (see Figure 2).
The reserve price allowed the maximum compensation amount we would pay a winner to be set.
To win, the bidders also had to bid less than the reserve price, but they never knew its true
amount. The answers to all these questions were used only to train the participants, and their
answers here did not affect their participation or compensation.

Account Auctions. After reminding them briefly about the auction process, we told the partici-
pants that the bids they would write in the following set of questions would be their real bids and,
if they won, they would need to perform the task. Next, we described “the task” as bidding on giv-
ing us their account username and password, one in each account category—email, social media,
online-offline, and news (if they had one). We instructed them that they should not change these
for a week if they chose to give us their account credentials. We would verify whether the creden-
tials were correct, and the winners would have to turn off any additional security login measures,

", Deborah, : EdWa,-d Reserve

) - ' 3 )

Charlie - /"ﬂv price
g

€325 €0 No €225

Figure 2. Example of a question from the training phase, as discussed in §3.3. Question asked: “accordingly, what if
charlie bids €325, deborah bids €0, edward bids “No”, and the reserve price is €225? Who would give us the shoes?
How much she or he would be paid?” the correct answer is deborah, and she would receive 225 euros.
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ii.

iv.

Table 1. Participant demographics.

Demographic Category %age n
Gender Female 45.45% 30
Male 50.00% 33
Non-Binary 3.03% 2
No Answer 1.52% 1
Age 18 -25 31.82% 21
26 —35 62.12% 41
> 36 6.06% 4
Education Attended/Completed Graduate 24.24% 16
Attended/Completed Undergraduate 64.12% 41
High School or Below 13.64% 9

such as two-factor authentication. We added that we would post these account credentials on a
darknet hacker forum, and the participants should assume their accounts would be hacked.
However, in reality, we never accessed or saw the participants’ account usernames or passwords.
The task was a necessary deception to ensure the experiment’s success.

So that our experiment would be tied to seemingly real consequences, we needed participants to
believe that their bids would truly amount to the risk of losing their account credentials, as has been
done in past research (e.g., Danezis et al., 2005; Corrigan et al., 2018). We reminded the participants
before the actual task that they could withdraw if they wished. The participants who won the auc-
tions and successfully finished the task were debriefed about the study goal during Stage (c).

When the participants had learned the complete process, the final step was to bid in the real auc-
tions. Based on the screening survey, we prepared the printed survey with the selected online serv-
ices for each category. If a participant selected more than one account in a category, we randomly
selected one. The participants were asked to bid on three or four accounts (if they had a news
account). We told them the minimum bid amount could be €0 and there was no limit on the max-
imum bid amount, but that they should keep the existence of a reserve price in mind. We also told
them they could choose the ‘No Bid” option. The participants individually wrote their bids on their
printed surveys. The order of the accounts was randomized.

Demographic Survey. After the auction, we instructed all participants to complete an online sur-
vey. We used this survey to collect participants’ demographics, as detailed in Table 1. We utilized
this time to collect the printed surveys and calculate which participants had won the auction. We
input the participants’ bids from the printed surveys to a Python program we created to output
the auction winners for each category and the next stages for all the participants.

Auction Results. Based on the auction results, we assigned the participants to one of the three
final stages described earlier. Stage (a) : If they did not bid on any of the accounts, we instructed
them to fill an online post-auction survey about their decisions during the experiment. Stage (b) :
If they bid on their accounts but did not win the auction, we assigned them to a focus group dis-
cussion consisting of up to eight participants, following focus group’s methodology best practices
(Krueger, 2014). Stage (c) : If the participants won the auction for any of their accounts, they
were chosen to perform the task and participate in a one-on-one interview with the researcher.
We reminded Stage (c) participants that they would have to give us the username and password
of the account for which they placed the winning bid.

To elaborate, the winner for each auction by account type was led to a private room with a com-

puter to perform the task individually, in the presence of only the auction winner and a researcher. We
showed the participants how to blur the computer screen to protect their privacy during the experi-
ment. We falsely added to our explanation that the computer was running software to record their cre-
dentials when they had logged in. This deception allowed them to believe they were actually giving
away their account credentials, while in reality, the process was completely private. After they had
blurred the screen, keeping only their profile name visible, the researcher could verify that the creden-
tials were valid. This completed the final stage of the experiment. Next, we debriefed the participants
who completed this final step about the study and explained that we do not have any key-logging soft-
ware, and thus, their credentials were not recorded. During the debriefing, we explained why the
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deception was necessary to obtain the true valuation of the accounts and that they had to believe their
bids were tied to real outcomes in conjunction with the auctions. We discuss the interesting results
related to participant trust in the experiment setup in $4.1 and the ethical considerations in §5.6. We
asked a limited number of participants if they believed our deception, since we had concerns about
information spread among potential participants as the experiment was conducted over a couple of
weeks at two campuses (see §5.5 for limitations). We also asked the participants not to disclose the
study procedure to others to minimize demand characteristics (Rosenthal et al., 2009). Then, we asked
them to log out and described the best practices for creating a strong password, and interviewed them
about the process.

The interview was designed to (1) help us understand the participants’ decision-making throughout
the study, (2) learn about their thoughts on the auction process, and (3) learn about their thoughts on
the actual task of giving us their credentials and the consequences of this action. The focus group
protocol and the questions in the post-auction survey were for the most part identical to the interview
protocol. We customized the language based on whether the participants won the auction or not, but
the topics were similar. We list the complete protocols in §B.

3.4. Analysis

The interviews and the focus group discussions were audio-recorded by the researchers and transcribed
by a transcription service. Using thematic analysis, two researchers then analyzed the interview data,
taking a hybrid approach (Fereday and Muir-Cochrane, 2006). The researchers discussed the initial set
of codes and independently coded four interviews and focus group discussions, from both A and B par-
ticipants. The researchers then discussed their findings and developed themes beyond the initial codes,
and updated the codebook and the previously coded interviews. The researchers repeated the process to
code two additional transcripts individually and discussed updates in the codebook. Using the code-
book developed from this process (provided in §C with definitions), the researchers independently ana-
lyzed a total of 19 interviews and 9 focus groups.

3.4.1. News account

While news accounts were owned by a smaller subset of participants (n=17), we retained them in the
analysis. Although their lower representation limits quantitative comparison across account types, par-
ticipants’ decisions regarding news accounts, such as refraining bidding, provided useful qualitative
insight into how users reason about accounts they perceive as low sensitivity or low value. Accordingly,
we use news accounts primarily to examine participants’ reasoning in low-perceived-stakes contexts,
and interpret findings related to these accounts with appropriate caution.

4, Results

In this section, we first present the descriptive statistics of the participants’ decisions. We then focus on
our qualitative analysis of the interviews and focus group discussions that highlight the contextual fac-
tors that determine account valuation.

Table 2. Statistics of participant bids by account types. All bid amounts are in euros (EUR, €). the minimum and the
mode for each account type was 0. News accounts were owned by a subset of participants (n=17) and are included
mainly for descriptive purposes.

Account type Mean Std. Error Med. Max Bidders (%)
Email 867.4 570.6 20 10K 19 (29%)
Social 145.2 47.3 10 1K 32 (48%)
Online-Offline 284.2 139.0 12 5K 37 (56%)
News 9.4 6.3 0 69 11 (65%)
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4.1. Descriptive statistics

We present the bid amounts for each account type in Table 2, together with the number of participants
who chose to bid. The participants who did not bid on their accounts valued them too highly to give
their credentials away. The mean bidding amount for email accounts was € 867.4, with a median of
€20. It is important to note that, of 66 participants, only 19 (29%) chose to bid on their email
accounts, which was the lowest percentage of bidders among all the account types. Then, online-offline
accounts’ mean bid amount was €284.2 and median bid amount was €12 placed by 37 participants
(56%). Social media accounts’ mean bid amount was € 145.2 and median bid amount was € 10 placed
by 32 participants (48%). Among participants who owned a news account (n=17), a majority chose to
bid on it, resulting in a mean bid amount of €9.4 and a median of €0 (65% bidders). Given the lower
ownership rate of news accounts, these figures are reported descriptively and are primarily used to con-
textualize bidding behavior in low-perceived-stakes settings.

4.2. Qualitative results

Our qualitative analysis highlights the factors that influenced the participants’ decision to bid or not to
bid on their accounts and, by extension, the factors that govern their valuations. In general, our find-
ings can be categorized into four main topics: Trust in the Experiment, Data and Privacy Beliefs,
Possible Threats, and Account Properties and Utility.

Participants expressed their Trust in the Experiment and referred to aspects such as the extent to
which the researchers were convincing and the experiment location (academic institute). Data and
Privacy Beliefs factors were related to the participants’ beliefs about the sensitivity and availability of
their data, as well as to their beliefs about the importance (or lack thereof) of those data remaining pri-
vate. Next, participants’ mental models of the Possible Threats influenced their bidding decisions. For
example, participants referred to threats such as data misuse and financial risk. Participants also men-
tioned topics that were in general related to Account Properties and Utility, such as the connections
between their accounts, having multiple accounts on the same platform, and the frequency of their
account use.

4.3. Trust in the experiment

Participants’ decision to bid was sometimes related to the experimental context. For example, partici-
pants’ motivations included curiosity, desire to gain knowledge, and willingness to win the game.
Participants also responded to our questions about the effect of the experimental setting on their
decisions.

A total of 12 participants expressed curiosity, willingness to learn about cyber security, and excite-
ment. Participants explained they decided to bid because they were curious about the study and wanted
to see the outcome. While referring to curiosity as a reason to bid, in their detailed response, partici-
pants also considered the specific account on which they decided to bid, as explained by P23:

Yeah, I definitely had concerns for Gmail and Discord. So, I did not even go there. Like I did not want to
risk it. For Tier [scooter-sharing], I had some concerns. But I also was curious about the whole process. So,
I was like, let’s go for it.

Nineteen participants explained that they set a low bid amount because they wanted to win the auc-
tion. The participants understood that, to win, they would need to bid a low amount, and that was part
of their considerations, as explained by P12, referring to bidding on her Discord (an instant-messaging
social) account:

For me, the strategy was clear, just bid the lowest. We did the examples. The lowest always wins, so why
not just use zero?

Interestingly, participants who explicitly cited winning as a motivating factor also articulated
account-specific reasons for their bidding decisions, which were similar to those cited by participants
who did not mention winning as a motivation (see §4.4.5 for an example).
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Some participants, from both focus groups and personal interviews, were asked whether the location
of the experiment, an academic institute, affected their bidding decisions. Most of them (n=17) said it
had an effect, and a few said it had not (n=5). The academic context made participants feel safe and
think that providing their credentials would not be too harmful to them. Nevertheless, they expressed
“calculated risk,” referring to accounts that did not include personal data. Those who were not affected
by the academic context explained that they took the task seriously, as they assumed that the account
would be hacked, as expressed by P14:

I was pretty serious. I thought that my account was going to be shared. [...] And I was just sharing some
accounts where I do not have much information.

Winning participants were asked several questions to help us understand whether the experimental
settings affected their bidding decisions. Seventeen participants were asked whether they believed we
would indeed publish their credentials. Nine participants answered that they did, and eight participants
answered that they did not. Those who believed we would publish, explained that the researchers were
convincing and that the additional request to blur the screen made the situation seem real. Other par-
ticipants, such as P3, thought that we, the researchers, “are not really going to sell it online to some guy
on the black market.” Further analysis comparing the believing and non-believing participants did not
reveal any significant differences in account categories, and both groups stated reasons to bid related to
their privacy beliefs, account properties, and perceived threats, detailed in the following sections.

4.4. Data and privacy beliefs

Participants referred to their beliefs about various aspects of the data as reasons for deciding whether
to bid or not or to set the bid amount. For example, participants referred to the data’s level of privacy,
availability, and type, such as location or pictures. In the following, we present examples of these and
other topics mentioned in the participant discussions. We show examples of the discussed topics as
well as the varying decision directions (e.g., mentioning privacy considerations as a reason both to bid
and not to bid).

4.4.1. Data sensitivity
Cumulatively, 21 participants out of 66 referred to data sensitivity, i.e., the extent to which their data
are private and/or sensitive. Closely related to this, fewer participants (n=13) referred to the impor-
tance of the data. The participants also referred to specific data types and the associated threat of
exposing those data. In particular, participants explained their decision whether to bid while referring
to specific data types such as location, photos, and emails. Participants also raised concerns (or
non-concerns) about the data availability—the degree to which they perceived the data to be public,
and volume—the amount of data that could be exposed.

Exemplifying data importance, participants discussed the importance of data in their email accounts.
P3 explained he used his Gmail for both personal and professional communication, and this was the
reason he chose not to bid on it:

Because it’s super important, all the information I get from my job, from my university. Then like personal
stuff, [...] Like my mom sending me an email with important information.

In other cases, participants referred to the age of the data within it as a reason to bid on the
account, as expressed by P9. However, similarly to other data attributes, where one person might refer
to the age of the data as a reason to bid, other people might consider the old data to be of nostalgic
value, as we later discuss in §4.3. Here, P9 explains why she chose to bid on one of her email accounts:

Yes, for the Hotmail account, I bidded [sic] because I'm now using more Gmail than Hotmail. In Hotmail,
there are old emails, not the new ones.

Participants mentioned the volume of the data that might be exposed if their accounts were compro-
mised and its effect on their decision to bid. As we discuss below in 4.4.1, some participants had mul-
tiple accounts on the same platform. Some used this mechanism to limit the amount of personal
information they divulged to third-party services and attenuate the risk of losing the account. P11
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explained to us that he set up his secondary email account to accomplish this protective strategy, such
that a low volume of data was exposed:

Some websites, you go to log in and they ask you to give your email ID, so I had just one account created
which I use for all of those stuff. So, I was bidding on this account because I know that it doesn’t have any
of my personal information.

An additional instance of a low data volume being at risk referred to social media accounts. In this
case, the volume is determined by the way in which the account is used. Among our participants, 10
mentioned that they used their accounts only to consume content, and hence, did not post any valuable
information. P25 bid on her Twitter account and said the following as one of the reasons for her
decision:

I am mostly like a content consumer instead of a content creator. So, there is also like maybe two, three,
four tweets that I have in this account.

4.4.2. Data type

Location data were one example of the way the perceived data-sensitivity varied and the possible expos-
ure of their data influenced participants’ decisions. Participants talked about location data when they
were asked about their online-offline and social accounts. We show the different perspectives on loca-
tion data in the following examples. P1 chose not to bid on his Facebook account and mentioned the
amount of data social media accounts collect over time, including location. He explained his reason for
choosing not to bid:

. Facebook has most of my personal data, my conversations and my details like friends and location
history or the apps that I connected with Facebook. So that’s why I didn’t provided [sic] it.

Conversely, a different participant (P2) shared her reason for deciding to bid on her Lieferando
account, a food delivery application in Germany, explaining that the location data saved in her account
were easily accessible:

. I think the only identifiable thing there is my address, and this is kind of quite easy to get. I think it’s
not so valuable to me.

4.4.3. Privacy attitudes

While participants were not directly asked about their general privacy attitudes, a few participants (P10,
P29, P24) expressed low privacy concerns. Using Westin’s Privacy Index (Kumaraguru and Cranor,
2005), these participants expressed attitudes that place them in the group of people with the lowest
level of concern (out of three possible levels): “Privacy Unconcerned.” In the experiment context, these
low-level concerns led them to bid on their accounts with a low value. For example, P10 bid on all of
his accounts (email, social media, and online-offline) and explained:

I have nothing to hide, and I was [not worried about] information might get leak[ed]. So nothing to worry
about. So zero for all.

In addition to making bidding decisions based on their own privacy concerns, a minority of partici-
pants (n=2) considered privacy risk to others in their valuations. For example, when asked why she
chose to bid €300 on her Twitter account, P25 explained that compromising her account could lead to
the exposure of her friends’” private information:

. I'm not giving the password for zero euros [because] this account is following so many of my friends,
which their Twitter accounts are private. So maybe their data, their information is also going to be affected
by my account.

4.5. Possible threats

Throughout the discussions, we learned about participants’ mental models of the threats they might
encounter if their credentials were publicly shared. In addition to referring to threats, such as misuse of
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personal information (n=15) and reputation harm (n=6), participants also mentioned possible
unforeseen threats as a result of their lack of awareness of what their account might include. Our find-
ing that connects participants’ mental model possible threats to their bidding decision is supported in
prior work. For example, referring to people who experienced suspicious login incidents, it was found
that people’s mental models of the attacker influenced the actions they took to protect their accounts
(Redmiles, 2019).

4.5.1. Data misuse

We asked the participants what they thought might happen when their accounts were compromised. A
common threat model that participants (n = 15) conceived was the misuse of personal information. Three
participants mentioned that their personal data might be sold for money and subsequently could be used
for tracking and targeting them when the account was compromised. In addition, six other participants
alluded to the possibility of malicious actors using their personal data to learn about their behavior and
analyze their habits. Data misuse was mainly mentioned as a reason not to bid. Only two participants
referred to this topic as a reason to bid, either considering the possible consequences as minor or doubt-
ing that the hackers could in fact analyze their data. P4 was among the participants who bid on her
Lieferando account and explained the way in which her data could be used to track her habits:

I could guess they can just see how often I order something and what are my habits, if they have any other
data that will link it to it and see why I decided to do that. At the end, they just want to sell you more things.

In another example, P2 considered the ways in which her Instagram photos could be misused. She
explained she was aware a bad actor could misuse her photos, but she was not worried about this and
chose to bid €1000 on her account. P2 was confident that the misuse of her photos would not cause her
significant harm in the short term, but that still did not mean she wanted to give her information for free:

I don’t really care if they [pictures] are out there. [This is] how I feel now, I don’t know how TI'll feel in 50
years [...] as long as my head is not photoshopped onto some weird pictures [...] I don’t think they can
be used against me. [...] But then I bid on it, because I don’t want to give it away for free.

4.5.2. Financial risk

Financial risk was another threat that the participants raised when considering what would happen
after the bidding. This was in particular relevant in the context of online-offline accounts. Specifically,
participants (n = 3) said they chose to bid a high amount that was determined by the amount of money
that could be withdrawn using their accounts. For example, P3 considered the financial loss he would
sustain after bidding on his Tier account:

I thought about how much it would impact me financially if one person would be able to scoot around for
one week [...] Let’s say 1000 euros makes sense. So even if they drive like every day, full time, I'd still be
able to pay that after the seven days where I could change my password.

Similarly, a discussion during the focus group led P18 to mention he would bid an amount on his
Lieferando account that was higher than the anticipated amount for a food order so that he could be
compensated for the loss.

Participants also mentioned the way they could reduce financial losses through the security measures
of payment services. Some participants (n=3) mentioned that the authentication step required by
PayPal before the final payment made them feel more secure. For example, P6 considered this extra
security step as a part of the reason for bidding on his online-offline account:

I have to believe [in PayPal] with their basic security. When you say you want to order something, and if
you want to pay with PayPal, which I always try to use, it will be redirected to my PayPal application, and
from there, I have to agree and put my PayPal password or my fingerprint, one of them.

Another participant, P16, who bid on her Lieferando account, told about her practice of using priva-
cy.com for online purchases. The website allows her to mask the actual credit card number by means of
the provision of virtual credit cards that could be canceled at any time:
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So with the Lieferando account, I felt really secure in that if it did get compromised, my credit card
information isn’t going to get taken by anybody because [ ... privacy.com is basically...] like a PayPal but
it just gives you a fake credit card number to make purchases through and everything goes through them
but with a third-party buffer.

4.5.3. Data loss

Participants referred to the possibility that they would lose access to their account. Such a risk not only
exposes user data to malicious actors but also prevents the users from accessing their own data. One
category in which this issue was particularly salient was the social media accounts. Accounts such as
Instagram allow users to create a digital archive of their major life events and share it with their friends
and family. Some participants expressed that these data are of high value to them. As we mentioned in
§4.2, that the data in an account were old did not necessarily mean the participants were willing to bid
on that account. P4 elaborated on her choice of not bidding on her Instagram account she has had for
11 years. The fear of losing access to her account played a significant role in her decision:

.. There’s a lot of pictures, kind of chronological timeline of my life. ... It’s a lot of pictures that are not
harmful if they are exposed, but I would not want a hacker deleting them ... It’s like my online album. ...
And so, I value that aspect of it.

4.5.4. Social harm

When considering how a compromised account could be used to inflict damage, the participants
(n=6) mentioned the potential reputation harm as one factor that governed their bidding decision.
P21 said he placed a high bid on his News account because of his concerns about the possible damage
to his reputation:

I bid 100 euros on speaking on the news because of their appeal. You also got more opportunities to misuse
the name by doing nonsense comments which I basically sent with my name.

In a similar vein, participants were more likely to bid on an account if the probability that doing so
might cause reputation damage was low. For example, P14 decided to bid on his Twitch account, a live
streaming platform for gamers, since his account was anonymous and therefore bore no risk for reputa-
tion damage or social harm:

“I have no followers, nothing. No one knows that I am on Twitch... It’s anonymous identity for me”

One of the participants (P24) also expressed trust in his social connections who would negate any
possible harm due to anomalous posting behavior on his YouTube account. He bid €0 on his account
and explained why he was not concerned:

. the worst thing that could happen is people create some disturbing video using my account [YouTube].
But I trust the people around me and know they won’t believe any such thing.

An additional common mechanism that could be employed by an attacker to cause social harm is
the scamming of an account holder’s friends and family, and the participants (n=7) echoed this con-
cern. For example, P5 said:

So, the hackers would go to the messenger and pose as me and ask my friends for money. And I don’t want
that stuff to happen ...

4.5.5. Data unawareness

During the focus groups, five participants who chose not to bid expressed concerns about their incom-
plete awareness of their account content and the information that could potentially be exposed. This
unawareness of the nature and the amount of data present in their account and the threat of the data
being misused could hinder the participants’ estimation of the risk. For example, P4 decided not to bid
on her Gmail account. Here, as was expressed in other participants’ discussions, the correlation between
account age and data unawareness is clear:
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Any other accounts, like my Gmail, I've been using it also for a long time. So, there might be a lot of data
saved on those accounts that I don’t remember right now. But I prefer not to take that risk.

4.6. Account properties and utility

In their discussions about whether to bid, participants referred to several factors that were directly
related to the discussed account. In general, we noticed that some of the factors were personal and
related to the perceived utility of the account, such as, their frequency of use. Other factors were more
architecture-related. For example, participants considered whether an account was a “stand-alone” one
vs. one connected to other accounts. We describe the factors arising from the account connections as
network effects and further divide them into explicit network effects, i.e., when the network created by
the service provider, and implicit network effects, i.e., when the network created by the user.

4.6.1. Multiple accounts

It is now easy to create more than one account on the same platform. In our study, 21 participants
acknowledged having more than one account on the same platform. Some of the reasons mentioned
were that they used the different accounts for different purposes—limiting access to personal informa-
tion (n=>5) when signing up for a new service and differentiating personal and professional communi-
cations (n=9).

One of the participants, P3, owned two Facebook accounts, and he specifically bid €10 on the older
one and not on the one he created recently when he started his studies at the university. As inferred
from his explanation, beyond the data that the new account contains, it has a higher utility since it ena-
bles him to create and maintain connections with people from the university and outside, thus making
it more valuable than the older account.

For Facebook, I had to choose 10 euros, because I couldn’t care about the account, and I don’t think
anyone else would care. I have that account since I'm like 13. [...] For University, I made a new Facebook
account, which was really plain, really simple and only has one picture. It has real important friends or
people I know from university. Unlike the old account is like a 14 to 15-year-old kid used to have. So, I
don’t see any value in that.

In addition to social media accounts, participants also mentioned having multiple email accounts on
the same platform. For example, P1 bid on one of his two Gmail accounts:

This is a secondary account I have, [...] and I can provide you with this account since I don’t have more
privacy issues in this particular account.

Having more than one account is a low-cost measure that allows participants not only to secure
their data and access other online services but also to marginalize account valuation and limit risks.

4.6.2. Interchangeable accounts

In addition to reporting having multiple accounts on the same platform, the participants also reported
on the way accounts on different platforms can be used for similar purposes, making them interchange-
able in some cases. This was prevalent in the case of accounts that depend less on user data and more
on providing a real-life service, such as food delivery or scooter-sharing accounts. A total of 11 partici-
pants mentioned the ease of replacing an account as one factor determining its valuation. P14 bid on
his Tier account, and his decision was motivated by the ease of switching to another account:

I don’t care really about [Tier]. I can go onto some other transport service and I can start using that.

Online-offline accounts rely less heavily on user data and account usage to provide an acceptable
user experience than email and social media accounts. However, some services employ user retention
strategies, such as loyalty benefits that are tightly coupled with the account, reducing the interchange-
ability. Four participants expressed concerns over losing such loyalty benefits if they lost their accounts.
P2 summarized it:

So, if [my Lieferando] got hacked and I lost my points, then I would be annoyed.
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4.6.3. Explicit network effects

We define explicit network effects as cross-account dependencies that arise from deliberate user actions
that link multiple accounts. In these cases, users actively create or configure connections between
accounts, often to improve convenience or usability, but in doing so introduce cascading security risks.
If one account is compromised, access to other linked accounts may also be affected. Participants
described several types of explicit network effects. These included using Single Sign-On (SSO) for sign-
ing up (n=7), connecting online-offline accounts to payment services (n=21), using email accounts
for password recovery (n=2), and using the same password for multiple accounts (n=4). In all such
cases, obtaining user credentials for an account can affect others.

SSO (Sun et al., 2011; Wang et al., 2012) is an authentication method that allows users to use an
existing account (e.g., Facebook, Google, Apple) to sign up for a new service without registering a new
username and password. It facilitates the user’s account creation and alleviates the need to remember
an additional set of credentials. Conversely, if an SSO account is lost, in addition to the account itself,
all the connected accounts are also lost. P15 understood this risk and elaborated on his decision not to
bid on his Facebook account:

Well, because also nowadays, you enter other websites, they will say sign in with Facebook, sign in with
Google, or some of my websites are signed in by Facebook. If I give one of the Facebook account([s], that
means the others are given away.

Participants also mentioned payment services as an additional means of connecting digital accounts.
In addition to the traditional payment methods (e.g., cash, credit, or debit cards), online payment serv-
ices such as PayPal and Venmo have become extremely popular (F.I. Services, n.d.). This is especially
common in the case of online-offline accounts, which allow users to link an account to an external pay-
ment service for easy payment. The connection had different effects on the participants’ bidding deci-
sions. For example, P18 bid € 100 on his Lieferando, which was influenced by the amount of money in
his PayPal account. He explained:

... I chose to sell it for 100 euros, because I thought that it’s maybe connected to my PayPal account. So, if
somebody hacks it, how much will they order? Maybe they order food on my name, so they maybe order
food for 56 euros. So, if I get 100 euros, I'm somehow compensated.

Conversely, another participant (P12) exemplified risk aversion concerning financial loss and did not
bid on his Lieferando account. He explained his discomfort with the connection to PayPal:

And my Lieferando is connected to my PayPal. I mean, I still need to log in every time in my PayPal, but I
don’t feel comfortable people even being able to have access to something where I buy stuff. So that’s why I
didn’t provide this information

Similarly, the participants who had not linked their accounts to any payment service were more
likely to bid on their accounts. P29 bid on his Lieferando account citing this reason:

And even if I am hacked, my payment details are not mentioned there. So I thought that maybe it’s not a
big deal even if I'm hacked or something.

An additional connection that affected participants’ bidding decisions was the use of email accounts
for password recovery mechanisms. Email accounts allow users to add an additional email to recover
forgotten passwords. P6 took this connection into account and chose not to bid on his Gmail account:

All of [the accounts] are connected somehow because, let’s say I disconnected with another account and
that account, if someone tries to log in, maybe send a verification here or something like that.

Four participants stated that they used the same password for multiple accounts. In our study, we
allowed the participants to change the password for the account on which they were bidding before
they gave it to us. Two participants told us they were concerned about changing their passwords before
bidding because they had a common password for these accounts. The other two participants said they
had the same passwords for accounts they considered unimportant. P2 explained:

But I have like categories of passwords for like not so important websites. So, I use the same password for
those. And then for the important like Instagram and stuff, I use kind of a similar password.
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In such cases, losing the username and password for one of those accounts could expose the others
as well.

4.6.4. Implicit network effects

In contrast, we define implicit network effects as cross-account dependencies that are imposed by ser-
vice providers, rather than created by user choice. These effects arise from platform architectures in
which multiple services are accessed through a single underlying account or credential, limiting users’
ability to disentangle or selectively protect individual services. This was prevalent in the case of Google
accounts, which are implicitly dependent on each other. Google owns many online services such as
YouTube and Gmail, all of which are accessed by the same account. Therefore, when bidding on one of
these accounts, the participants had to bid on the common account, the Google account. Thus, when
bidding on this account, the participants would be giving away the credential for multiple accounts “for
the price of one.”

In the case of some participants (n = 18), their selected social media account was YouTube; however,
since YouTube uses the same Google account as the Gmail account, the participants (n=5) considered
the network effect between the account on which they were bidding and the other accounts that would
also be compromised by this decision. One of the participants (P9) explained her action of placing a
high bid (€500) on her YouTube account:

I bidded [sic] in a higher price because if you have access to my YouTube account, you will have access to
all the Google services.

Similarly, in a focus group discussion, P18 elaborated his reasons for not bidding on his Gmail
account:

I did not bid on Gmail, because it’s linked to many different accounts like Google Drive and many other

things.

Although the participants had no control over these implicit network effects of Google accounts, they
were aware of it and used it as a factor for their account valuation.

4.6.5. Frequency of use

One of the core factors affecting the participants’ valuation of their accounts was the amount they used
them. Naturally, the frequency of account use had an inverse relationship with the likelihood of partici-
pants bidding on the accounts. A total of 15 participants referred to their low use of the account as a
reason to bid or bid a lower amount. For example, P2 said the following about her bid of €100 on her
Lieferando.

I placed kind of a low amount on it because I don’t really use it that much.

Conversely, one participant, P12, explicitly said that she uses her Gmail account very frequently and
for this reason she did not bid on the account:

... I send emails almost on a daily basis, maybe every two, maybe every few three days. ... So that’s why I
didn’t provide this information.

Furthermore, frequency of account use spanned across participants who mentioned winning the auc-
tion as a motivation and those who did not (described in §4.1). P29, who mentioned winning the auc-
tion as a motivation, and P30, who did not, both bid €0 on their Hotmail accounts specified one of
the reasons was because they rarely used it. The frequency of account use is one of the direct utilities
for the participants, and the more they used the account, the more valuable it was to them.

5. Discussion

In this study, we examine how users reason about security-related decisions involving their digital
accounts, using account valuation as a lens to surface the considerations shaping those decisions. We
conducted a behavioral economics study with 66 participants, measuring participants’ willingness-to-
accept payment for providing their digital accounts’ usernames and passwords. The primary results in
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the current paper are based on the qualitative analyses of discussions with selected participants (n=48)
who reached the focus group or interview stage. While we found evidence of a meaningful influence of
the account type on the particpants’ account valuation, as hypothesized, other context-related factors,
such as beliefs about the data associated with the account and the account properties, also play a sig-
nificant role. Our results support the findings of prior studies and highlight the contextual nature of
security decision making. We discuss our observations in the light of the results of prior studies and
suggest implications for future security design and research.

5.1. Theoretical implications

The results of prior theoretical and empirical studies suggest that security and privacy decision making
is context-dependent (Acquisti et al., 2018; Solove, 2021; Nissenbaum, 2004). Similarly, we hypothesized
that users’” willingness to protect different types of accounts would differ, since in general they represent
different “context-relative informational norms” (Nissenbaum, 2009). Participants gave varying explana-
tions for their decision whether to bid, with the type of the account being one of them. However, their
explanations were far more nuanced than that, revealing other factors taken into consideration. We
found that participants referred to four broad topics: Trust in the Experiment, Data and Privacy
Beliefs, Possible Threats, and Account Properties and Utility. Some of the factors related to data beliefs
and possible threats are highly aligned with Nissenbaum’s contextual privacy model (Nissenbaum,
2009). For example, the model’s parameters include “attribute” (type of information), and “actors”
(data subject, sender, recipient). Factors influencing participants’ decisions during the experiment
included attribute-related aspects, such as the sensitivity and importance of the data contained in the
account. Similar results were observed in prior work, where data sensitivity influenced users’ security
behavior, such as deciding to anonymize their identity (Huberman et al., 2005; Peddinti et al., 2014).
Participants also referred to the type of the data (e.g., location and photos) and its content, e.g., “Like
my mom sending me an email with important information” (P3). These results support early work that
highlighted the role of context in how it affected users’ valuation of data (Danezis et al., 2005;
Carrascal et al,, 2013) (i.e., users’ movements influenced their location data value). Through partici-
pants’ mental models of possible threats, we observe considerations that are actors-related. For example,
participants considered potential misuse of their data, such as it being sold and subsequently used to
target them.

Beyond factors related to Nissenbaum’s contextual privacy theory, users revealed other influential
factors. For example, participants considered the account characteristics and the possible consequences
of the account being compromised. The discussed account might be linked to other accounts through,
for example, corporation ties, i.e., YouTube and Gmail, both of which are Google services, or through
password recovery email.

We observed contextual decision-making, in which participants referred to common topics but based
their decisions on their personal situation. The same topic was discussed as a reason for both bidding
or not bidding, for example, with participants explaining that they have or do not have privacy con-
cerns related to a discussed account. Our findings provide an initial framework for exploring the factors
that influence account-related security behavior. We highlight the complexity of this decision-making
process, which involves multiple context-dependent considerations.

5.2. Gaps in security decision-making

We took a cost-benefit approach in our study, which was previously used to explore users’ security
decision-making. For example, several papers aimed to explore security mechanisms in a given context,
in which participants considered the cost of behaving more securely (e.g., Redmiles et al., 2018;
Beautement et al., 2008; Morrison et al., 2021; Murray and Malone, 2023). In these papers, we learned
about some of the factors that influence users’ security decisions, such as increased cognitive load
(Beautement et al., 2008) or expected risk (Redmiles et al., 2018). In our study, participants were pre-
sented with a task that resulted in users’ security considerations—some of them similar to those
reported in prior work (e.g., data sensitivity and importance), and some were either not or rarely
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reported in a security context (e.g., primary vs. secondary account). Here, we aggregate the factors
observed in our study and put our results in conversation with prior work.

5.2.1. Data and privacy beliefs

As referred in 5.1, we support prior work, finding that users considered the data type and sensitivity in
their security decision-making. Privacy beliefs influenced some of our participants’ decisions as well.
Prior work, however, showed that general privacy attitudes either had a small or no effect (Huberman
et al., 2005; Spiekermann and Korunovska, 2017).

5.2.2. Possible threats

Participants referred to several types of threats that influenced their decisions, such as data misuse or
finance-related threats. Different types of risks were previously reported, with results depending on the
explored variable and study context. For example, the severity of possible risk did not significantly
influence users’ intent to behave securely in one study (Kautondokwa et al., 2021), but explicitly stating
the risk to the users was the most influential factor in another (Redmiles et al., 2018). Finance-related
risks were reported in prior work as reasons to behave securely (Prince and Wallsten, 2022; Abraham
et al,, 2021). Interestingly, participants in our study referred to the risk of losing their data, which was
rarely mentioned in prior work. For example, exploring older adults, participants were concerned they
might lose their data if they use security measures incorrectly (Morrison et al., 2021). Our participants,
however, were concerned they might lose data as a result of others gaining access to their account, thus
able to decide which data to delete. This finding points to a factor that studies might often overlook as
a possible outcome of a poor security behavior.

5.2.3. Account Properties and Utility

In their explanations, participants referred to several aspects related to the account, including how it is
used by them and connected to other accounts. Users previously referred to the connection between
their email and other accounts through account recovery (Ur et al., 2015; Abraham et al., 2021).
Interestingly, in prior work from 2015 (Ur et al, 2015), many users perceived different types of web
sites as of similar value: news site, a banking site, and an email account. In the study from 2015, only
few participants mentioned email account as one that can be used as a recovery account. Therefore,
our results highlight the shift in users’ perceived differences between the accounts’ values, and as a
result, the necessity to secure them differently.

Our participants brought other considerations that were account-specified, referring to whether the
account was primary or secondary (e.g., more than one Gmail account), or whether it was easily inter-
changeable (e.g., in which participants did not care whether they would use a specific platform to order
food, for example). These considerations were not reported before in the context of security behavior,
to the best of our knowledge. In the context of privacy, multiple account usage has been reported in
studies of teenagers, for example, who use several accounts to keep their privacy from their parents
(Page et al,, 2022). Our results highlight the role of multiple accounts also in the context of security
behavior, beyond privacy. Lastly, participants referred to their use of the account, which was previously
reported in cost-related security study (Bauer et al, 2012). The study, from 2011, found that users’
valuation of their data on Facebook was related to how they used Facebook (i.e., diary keeping), but
not to how much they used it. While our study is qualitative and therefore not comparable, we learned
that participants considered their use of the account in their decision. Here, too, our results may point
to the shift in users’ perceptions and consideration over time.

In sum, our work enriches the literature on users’ security decision-making in several ways.
Findings-wise, we support some of the factors reported previously (data sensitivity consideration), and
in other cases, we point to possible shifts in users’ perceptions (account use frequency). In other cases,
we find factors that were rarely considered before, such as accounts hierarchy within the same service
provider (i.e., primary and secondary Gmail accounts). Methodologically, we employ a distinct
approach compared to prior cost-benefit security studies, yielding new findings. While our study design
allowed participants to set their own value, prior work set it experimentally (Redmiles et al., 2018). The
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context in our study was digital accounts, whereas in prior work the context was more specific, such as
information type (Danezis et al., 2005) or a specific account, such as Facebook (Bauer et al., 2012).
Lastly, our study is unique in its in-situ exploration of the connection between account valuation and
security behavior (i.e, deciding whether to give away access to one’s account).

5.3. Research and design implications

5.3.1. Raising awareness of account value

Prior work has shown that security awareness is a critical predictor of protective behavior (Al-Balushi
et al., 2024; Huang et al,, 2011), and several interventions have sought to raise users’ awareness of
security risks (Albayram et al., 2017; Scholefield and Shepherd, 2019). Building on this general under-
standing, we highlight an additional and often overlooked perspective: users’ awareness of account
value. While users take cost-benefit considerations into account when deciding whether to behave in a
security-protective way (Duggan et al., 2012; Redmiles et al,, 2018; Herley, 2009; Beautement et al.,
2008; Morrison et al,, 2021; Murray and Malone, 2023; Kautondokwa et al, 2021; Fagan and Khan,
2016; Floréncio et al., 2014; Beautement and Sasse, 2009; Spiekermann et al., 2012), we find that people
may easily forget the value of their account over time, or they may not consider the account sufficiently
valuable to warrant protection in the first place. Regarding the latter, participants mentioned in several
contexts their lack of awareness or knowledge about the content of the account on which they were
bidding. Participants were unsure whether other accounts were linked to the discussed account or what
data it might contain. This lack of awareness was mentioned mostly in the context of old accounts,
either those that had been used for a long time or those that had not been used for a while. This find-
ing supports prior work showing that people consider data importance and sensitivity in their privacy
and security decision making (Peddinti et al., 2014; Abraham et al., 2021), as well as the account con-
nectivity (Abraham et al., 2021).

From a security perspective, being more aware of the account content is beneficial in several ways.
For example, users might want to consider deleting underutilized accounts. Eliminating such accounts
would help them reduce security risks and vulnerabilities while enabling higher productivity (Khan
et al.,, 2021; Ugur and Aligkan, 2022; Sweeten et al., 2018). Prior work has shown undeleted “zombie”
accounts could be inherited by new users unwittingly (Liu et al., 2022). In addition, targeting users
who are unaware of their account contents or linked accounts, can help them surface the privacy and
security risks that are not immediately obvious and potentially adopt better security practices.

As we observed in many cases, knowing they had sensitive data in their accounts gave people a suffi-
cient reason not to bid on them. A possible design direction can aim to increase users’ awareness of
their account’s content, both the data and the accounts linked to it. The latter has been explored in
depth by Hammann et al. (2022). They interviewed lab participants to uncover the account access
graphs and found that the participants had an incomplete view of their online account setup and reused
passwords for unimportant accounts. Interestingly, these findings appear naturally in our study (see
§4.4.3) and reinforce the relationship between user awareness and better security practices. To investi-
gate this direction further, future work can lean on prior work in which S & P-oriented visualization
strategies (Hammann et al., 2022; Takano et al., 2014; Angulo et al., 2015) and digital data management
tools were explored (Khan et al., 2021).

5.3.2. Using contextual security

In our study, we explored accounts’ valuation through security decision-making. We found that partici-
pants’ valuation varied across contexts: participants were willing to provide us with their account cre-
dentials depending on different factors they took into account (such as possible information misuse or
whether the account was a primary or secondary account). While considering both various angles of
security decision-making—where some study authors ask whether people should invest effort in secur-
ity behavior (e.g., Redmiles et al., 2018; Herley, 2009)—and our work exploring accounts’ valuation
through a willingness to protect them, similar conclusions can be drawn: People’s security behavior
depends on their current security-related situation (Redmiles et al., 2018; Hammann et al, 2022).
Relatedly, work on decision-making in complex systems has explored how users adapt strategies under
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uncertainty, providing a broader theoretical backdrop for considering how future security systems
might reason about strategic user actions and contextual factors at scale (Cheng et al., 2025; Cheng
et al., 2025).

As we observed, some accounts are simply of low value to users, i.e., they contain no data or were
possibly coerced into creation by the service provider (e.g., news websites, shopping websites).
Considering contextual security, as security researchers, we can use people’s observed tendency to
secure those accounts that they consider valuable and encourage them to secure also accounts they
might consider of less value but are in fact valuable. Thus, we join the users in conducting “contextual
security,” helping them with highlighting contexts, or risks, they might miss. As proposed in previous
papers (Redmiles et al., 2018; Herley, 2009), it may be sensible to wait until an account has gained
value before users are prompted to secure that account or it may be the case that users should be able
to negotiate lower security requirements for accounts of low value that have no interconnection with
more valuable accounts.

5.3.3. Security in practice

Taken together, our findings suggest two complementary directions for translating account valuation
into practical security support. These directions point toward future technologies that assist users with-
out imposing uniform or overly prescriptive security requirements.

5.3.3.1. Value visualization. Drawing on nudging theory (Thaler and Sunstein, 2009), and in the con-
text of security and privacy in particular (Acquisti et al., 2018), one practical direction is to increase
users’ awareness of account value through visualization. Such an approach offers a way to surface infor-
mation that is often difficult to grasp, such as an account’s accumulated or long-term content, in a
manner that supports users’ decision-making without restricting their choices. Future systems could
explore visual representations that make otherwise implicit aspects of account value explicit. This may
include visualizing features that participants identified as meaningful, such as the types of data associ-
ated with an account (e.g., financial data) or the extent to which an account is connected to others.
Importantly, such visualizations need not prescribe specific actions; rather, consistent with nudging
approaches, they can shape the choice architecture by making value and risk more salient at moments
when users are already engaging with security-related decisions. Designing effective value visualizations
raises open research questions regarding what information should be surfaced, how it should be aggre-
gated, and how to balance informativeness with cognitive load, making this an important direction for
future work.

5.3.3.2. Understanding users’ context, and helping users understand the context. A second, comple-
mentary direction concerns the use of context-aware security support. Prior work on context-adaptive
privacy (Schaub et al., 2015) emphasizes that privacy and security regulation is dynamic and situational,
rather than static. Our findings similarly suggest that participants’ security decisions were shaped both
by who they were as users and by the specific account and situation under consideration. Specifically,
we suggest three design directions.

5.3.3.3. Modeling user context. From a user-centered perspective, future systems may seek to model
aspects of users’ security and privacy orientations, for example, based on prior security behaviors or
stated preferences (Di Ruscio et al., 2024). Such models could inform adaptive defaults or recommenda-
tions, allowing systems to tailor security support to different users rather than adopting a one-size-fits-
all approach. For example, to prompt less security-savvy users only when security risks are extremely
high.

5.3.3.4. Modeling account and situational context. At the same time, context also arises from the
technology itself. Accounts differ substantially in their role within users’ digital lives, for instance, in
whether they function as primary accounts, are used frequently, or contain sensitive data. Future sys-
tems could leverage such signals to contextualize security interventions. For example, when prompting
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a user to change a password, the system could adapt the framing and urgency of the prompt based on
whether the account serves as a central identity provider or contains high-impact information, as
opposed to a low-use or peripheral account.

5.3.3.5. Contextualizing decisions through awareness. Consistent with prior work on situational priv-
acy awareness (Schaub et al,, 2015), such context-aware mechanisms could also help users better under-
stand why a security action is recommended. Making contextual factors explicit, such as visualizing
that an account is frequently used, linked to other services, or stores financial data, can support users’
decision-making by aligning security recommendations with their existing mental models. Rather than
issuing generic prompts, systems can thus encourage proportionate security actions that reflect both the
user’s orientation and the account’s situational context.

5.4. Methodological implications

Here, we discuss several methodological considerations that inform how the results of this study, par-
ticularly bidding behavior, should be interpreted and considered in future work using similar
methodologies.

5.4.1. Incentive compatibility

Participants explicitly referred to their willingness to win the game and the way it motivated them to
bid zero on their accounts. Such decisions raise interpretive questions about whether participants genu-
inely valued their accounts at zero. Although Vickrey auctions are incentive-compatible, there may be
alternative explanations for participants’ bidding behavior—particularly in cases where zero bids were
submitted. Prior research on strategy-proof mechanisms has shown that individuals do not always act
in accordance with their true preferences. For instance, in the context of school matching, Hassidim
et al. (2017) suggest that participants may misreport preferences due to mistrust in the system or the
belief that their true choices will not be seriously considered. Similarly, some of our participants stated
that they did not believe we would actually disclose their credentials.

Focusing on Vickrey auctions, Sandholm (2000) outlines several well-documented limitations that
lead to untruthful bidding. For example, he notes the complexity involved in computing one’s bidding
value and how, in practice, this value may need to be approximated. In our experiment, which incorpo-
rated a reserve price component in addition to the standard Vickrey auction structure, participants may
have been distracted by the experimental setting itself. This may have led them to bid zero strategically
to win the game, possibly without fully considering the risks. However, referencing both possible
explanations—bidding complexity and disbelief in the setup—we observed that participants appeared to
engage in “calculated risk,” placing low bids specifically on accounts they were less concerned about, as
discussed in §4.1 & §4.4.5.

In addition to understanding people’s privacy and security considerations, data valuation estimates
are important from an economic perspective as well. They provide useful input for assessing financial
penalties in case of a data breach (Li et al., 2021) and help policymakers design evidence-based privacy
regulations (Frik and Gaudeul, 2020). Li et al. (2021) support the viability of using an auction-based
approach to measure the value of personal information, and Tan et al. (2018) found that although the
absolute valuations are context-sensitive, the relative valuations remain stable across contexts. However,
while previous work discusses the potential real-world applications of these numerical values, we sug-
gest they should be interpreted with caution. As discussed, there may be alternative explanations for
low bids—such as zero—beyond truly assigning no value to the account. Accordingly, our findings
should be interpreted as illuminating how users reason about account value and security tradeoffs
under perceived risk, rather than as estimates of stable or context-independent monetary valuations.

5.4.2. Experimental realism

Prior work has emphasized the importance of realism when studying the factors that affect how people
value digital goods and services (Tan et al., 2018). At the same time, we note that achieving full eco-
logical realism in security and privacy research is inherently challenging. In our study, the semi-realistic
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setting nevertheless enabled participants to articulate detailed explanations for their bidding decisions,
many of which were grounded in account-specific considerations rather than the experimental context
itself.

In particular, the academic environment in which the study was conducted emerged as a salient fac-
tor shaping perceived risk and trust. As reported in Section 4.1, many participants explicitly stated that
the university setting and their trust in the researchers reduced their perceived likelihood of harm and
increased their willingness to bid. While this context enabled participants to engage with a sensitive
security scenario in an ethically appropriate and controlled manner, it also represents a central limita-
tion: observed bidding behavior may partially reflect institutional trust effects rather than account valu-
ation alone. In nonacademic or industry contexts, such as interactions with commercial services or
third-party intermediaries, participants may reason differently about risk, potentially placing greater
emphasis on worst-case outcomes or declining to engage altogether. Future work could explore these
differences by varying institutional cues, employing third-party intermediaries, or conducting field stud-
ies outside academic environments.

5.5. Limitations and future work

In our auctions, we asked the participants to bid on one account in each category, stating that the win-
ner would reveal the username and password for one account. However, there were two scenarios where
participants eventually could only bid on more than one category or had the choice of bidding on one
of many in the same category. In one scenario, the randomly selected account comprised more than
one account owned by a single entity. For example, when participants were bidding for their YouTube
credentials, they would essentially be bidding on their Google account, which would also be their Gmail
and Google Photos account. Similarly, there also existed a network effect for SSO accounts (§4.4.3). For
example, a participant (P9) mentioned that she logged in to her Tier account via her Google account.
In this scenario, even if our study protocol allowed users to change the password for the account on
which they were bidding, we could not disentangle the perceived valuation of this account from that of
the connected account.

In a different scenario, people bid on accounts other than their primary ones (§4.4.1). Participants
were asked to bid on one randomly selected account within each category; when they held multiple
accounts for the same service, we limited them to a specific one. We did not explicitly require partici-
pants to identify or bid on a “primary” account in advance, which allowed us to observe how different
aspects of an account factored into participants’ valuation and security reasoning. As a result, partici-
pants were often more relaxed about bidding on accounts they considered secondary, which in turn
surfaced how users reason about various account’s aspects, such as its interchangeability, centrality, and
perceived replaceability. While these scenarios might be considered limiting from a strictly controlled
comparison perspective, our qualitative study revealed decision-making factors, including distinctions
between primary and secondary accounts, that may have remained less visible had participants been
restricted to bidding only on primary accounts. Future work could explicitly control for or manipulate
account selection to examine how such distinctions interact with account type and valuation outcomes.

In our study, we attempted to create a realistic scenario for the participants such that they would truly
believe they were bidding on giving away their account credentials. However, the physical environment
of university locations carried limitations in that it emphasized the credibility of the experiment and
some participants’ decisions could have been influenced by the apparent safety a research study may pro-
vide. Eight out of seventeen participants who were asked if they believed we would actually disclose their
credentials answered “no” after they were debriefed. To protect the integrity of the ongoing experiment,
we only asked this of the participants who made it to the interview stage. Nevertheless, even among those
who expressed disbelief, many articulated deliberate, account-specific reasoning, suggesting that bidding
decisions reflected valuation factors rather than belief in the literal execution of the compromise scenario.
For example, when asked P10 said he believed the compromise scenario, while P1 said he did not. They
both bid on their Gmail accounts and shared common factors like “this is a secondary account I have”
(P1) and “there’s nothing personal information stored in that” (P10).
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Our results summarize the key factors that shape participants’ valuation of their accounts. As discussed
above, they are best interpreted as reflecting participants’ reasoning rather than precise monetary esti-
mates. We observed general trends in some cases, such as participants who feared data loss for their pri-
mary social accounts and did not to bid on them. However, other relationships were more complex and
hard to generalize. For example, participants’ beliefs about the sensitivity of location data varied: some
considered aggregated location data on Facebook as more sensitive, while others considered food-delivery
location data as less sensitive. This complexity highlights the need for further quantitative research to
explore the effect of the identified factors on user valuation and, in turn, on security decision-making.

Our study included four account types: three mandatory categories (email, social media, and online-
offline accounts) and one optional category (news). Additional account types, such as banking, health-
care, or government accounts, were considered but ultimately excluded due to both practical and regu-
latory constraints. In particular, in the German context, strong authentication requirements (e.g.,
mandatory two-factor authentication for online banking) prevented us from asking participants to dis-
able protections or grant access in a manner consistent with our study protocol. Moreover, to keep the
study design relatively simple and feasible for participants, we intentionally limited the number of
account types included. While participants frequently discussed financial risk and sensitive data in rela-
tion to the accounts studied, the inclusion of additional high-stakes or institutionally regulated accounts
could surface different considerations or emphasize certain factors (e.g., data type, legal implications)
more strongly. Examining how account valuation and security reasoning extend to such accounts
remains an important direction for future work.

Our population sample consisted primarily of young, educated participants, recruited at university
campuses in Germany, which may limit the generalizability of our findings to broader or more diverse
populations. In particular, account valuations and security decision-making may differ across age
groups, professional backgrounds, and cultural contexts. Prior work suggests that such differences are
not merely theoretical: studies on sociodemographics and security behavior show that age, education,
and digital skills are associated with distinct security perceptions and practices (Wei et al., 2024), and,
for example, research on older adults indicates higher concern about online risks alongside lower adop-
tion of certain protective mechanisms and limited awareness of recovery or reporting options (Pacheco,
2024). While our study reveals important decision-making principles within our examined population,
future work should examine whether these patterns hold in more diverse and cross-cultural samples.

The study was conducted in 2022, which is approximately three years before the time of publication.
Although the data has aged since collection, we believe it is still valid. For example, in a different study,
a one-year difference did not significantly change people’s privacy behaviors and perceptions (Redmiles
et al., 2019). Also, considering the COVID — 19 pandemic, when people’s perceptions might have dif-
fered from “usual” times, the data was collected toward the end of the pandemic.

Future work can explore the impact of selected factors on security behavior or on the way users per-
ceive their digital account’s value. One direction would be to explore ways to increase users’ awareness
of their account content, such as reminding them of old data whose existence in the account they
might have forgotten. Possibly, reminding them of such data would encourage them to protect their
account better. A different direction would be to explore users’ account valuations while considering
the network effect (either through single entity accounts or SSO) and people’s primary accounts. Such
a study could reveal whether the proportions found in our study, e.g., the percentage of people willing
to bid on their account per type, may differ in a further study.

Our study relied on a deception-based scenario that framed account access as being posted on a dar-
knet marketplace in order to elicit realistic security decision-making. While this framing was effective
in prompting participants to reason about risks, threats, and consequences, future work could systemat-
ically examine how different levels or forms of realism influence users’ responses. For example, alterna-
tive designs could vary the framing of access (e.g., full credential disclosure, temporary access tokens,
or partial account lockout) to assess whether similar valuation factors and decision-making themes
emerge without extreme or highly evocative narratives. Such work would help disentangle the role of
framing from underlying security reasoning and further refine experimental methods for studying sen-
sitive security behaviors.
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5.6. Ethical considerations

One serious challenge in privacy and security research is measuring people’s true perceptions, as partic-
ipants’ responses are often shaped by hypothetical framing. To address this challenge, prior S & P
research has employed highly realistic study designs, including, in some cases, deception, to elicit mean-
ingful valuation behavior and decision-making (Distler et al., 2021; Cranor and Buchler, 2014). Such
work includes studies that relied on real and binding disclosure of personal information (Huberman
et al., 2005), as well as studies demonstrating that realistic framing, sometimes involving deception, can
materially affect valuation outcomes even when no actual disclosure occurs (Tan et al., 2018). In our
study, exposing participants’ actual account credentials would pose unacceptable security and legal risks.
We therefore adopted a realistic but hypothetical scenario, using deception as a more conservative alter-
native to real disclosure while preserving methodological realism. Specifically, we designed the experi-
ment to convince participants that, when they bid on providing us with their digital account
credentials, those credentials would be made available to hackers.

During the bidding sessions, some participants asked questions that indicated their consideration of
potentially stressful implications, such as giving hackers access to connected financial accounts. Beyond
these questions, we did not encounter any behavior indicating stress, and participants freely exercised
their autonomy in choosing whether to bid on conducting the task. Participants who falsely believed
they had given us their credentials were immediately debriefed. We clarified that the entire story was a
deception and that we never intended to collect participants’ credentials or post them on hacker
forums. We explained that the deception was used to understand digital account valuation in a close-
to-real context.

Additional ethical steps were taken. Before conducting our study, we obtained approval from our
institution’s Ethical Review Board (ERB). Participants provided informed consent prior to participation.
The study was conducted in person, and demographic data were collected, including age, gender, and
education level. Because participants identified themselves in person, we assigned randomly generated
IDs and separated identifiable information (e.g., names and email addresses) from the collected data.

In summary, we explicitly considered potential ethical concerns related to perceived coercion, par-
ticipant distress, and deception in the study design. Participation was fully voluntary, and compensation
was used as part of an incentive-compatible design to elicit meaningful decision-making; participants
were informed that outcomes could differ based on their choices, retained full autonomy to bid or
decline, and were never required to disclose real credentials or take irreversible actions in practice.
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